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Duration Delivery Methods
0.5 Days VILT, Private Group

: Welcome to CyberSAFE: End User Security. Regardless of your computer
CERTNEXUS experience, this class will help you become more aware of technology-

related risks and what you can do to protect yourself and your
organization from them.

This course includes an exam voucher.

Who Should Attend

This course is designed for all users of computers, mobile devices, networks, and the Internet, to enable them to use technology more securely
and minimize digital risks, regardless of technical ability. This course is also designed for you to prepare for the CyberSAFE credential. You can
obtain your CyberSAFE certificate by completing the CyberSAFE credential process on the CHOICE platform following the course presentation.

Course Objectives

Identify security compliance measures.

Address social engineering attempts.

m Secure devices like desktops, laptops, smartphones, and more.

Use the Internet securely.
Agenda

1- IDENTIFYING SECURITY COMPLIANCE MEASURES

= |dentify Organizational Compliance Requirements and Resources
= |dentify Legal Compliance Requirements and Resources

2 - RECOGNIZING AND ADDRESSING SOCIAL ENGINEERING ATTACK

m Recognize Social Engineering Attacks

m Defend Against Social Engineering Attacks

3 - SECURING DEVICES
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m Maintain Physical Security of Devices
m Use Secure Authentication Methods
m Protect Your Data

= Defend Against Malware

m Use Wireless Devices Securely

4 - USING THE INTERNET SECURELY

Browse the Web Safely

Use Email Securely

Use Social Networks Securely

Use Cloud Services Securely

Work from Remote Locations Securely
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